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Mac OS X Architecture

Classic Carbon Cocoa

Quartz OpenGL QuickTime

You are
here +m




Darwin/Core OS

SODD

Application
Environments

Quartz | OpenGL IQuickTime

OS Framework: System, Security, vecLib, ...

BSDKernel
" Drivers
Darwin  "Fjje system | Networking

10 Kit
Mach Kernel




What Is the Core OS?




Mach Kernel

0S Framework

BSDKernel ere

File System Networking
10 Kit

Mach Kernel

* Manages processor and
MEeMmOry resources

* Message-based architecture
(IPC/RPC)

* Policy neutral

* All process models are built
on Mach primitives

Tasks and Threads

* All memory management is
built on Mach primitives

«VMODbjects, virtual memory,
paging
e Kernel-to-User and User-to-

User communication is built
on Mach primitives

[PC and RPC, “ports”




BSD Kernel

OS Framework

BSDKernel

Drivers

File System Networking
10 Kit

Mach Kernel

* Based on BSD 4.4-lite plus
tight integration w/Mach
and 10 Kit

* Process model

» Env variables, signals
* Security

Users, file system

* Provides “OS Personality”

APIs and Services
e Process model
» Basic security policy
« File system architecture
« Networking architecture




What’s New?

* New panic handling . .integrates with Crash Catcher
* Processor scheduling improvements
e (Cross processor pre-emption
e Processor affinity
* VM improvements
» Adaptive application profile
 Working set cache
* pthreads: per-thread signals and additional APIs




Developing in the Kernel . . -

* JO Kit is a well-defined environment and we've
worked hard to ensure forward compatibility

* Anywhere else, on the other hand . .
» Develop at your own risk!

» In-kernel APIs will change!!

» We will be working on new in-kernel APIs in
future versions of Mac OS X which will be more
forward compatible

« We advise against it for now!!!

» Ifyou absolutely have to, be sure to work closely
with World Wide Developer Relations
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107 The Darwin Kernel

Civic
Wed., 9:00am
108 Managing Kernel Extensions Civic
Wed., 10:30am
112 Writing Threaded Apps Room J

on Mac OS X

Thurs., 9:00am




10 Kit
OS Framework

BSDKernel Drivers

File System Networking
10 Kit

Mach Kernel

* Object-oriented
framework for easy
development of
device drivers

* Provides common
kernel services for I/O

e Driver matching
« Power management
* Protocol specifics are
in Families

* Device specifics are
in Drivers




New IO Kit Services

* Enhanced KEXT management
* GCC3 transition
* Power Management

« AC vs. battery settings

« UPS support
* HID Manager

» Mice integrated into HID
* Headless booting support
* New PC-Card Ul
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108 Managing Kernel Extensions Civic
Wed., 10:30am
101 FireWire Overview Room A1
Mon., 3:30pm
115 FireWire in Depth Civic

Thurs., 3:30pm

116 USB in Depth

Civic
Thurs., 5:00pm




File Systems

US Framework

BSDKernel

Urivers

File System Networking
10 Kit

Mach Kernel

* Sub-system of BSD Kernel
architecture

* Enhanced VES design

e POSIX+ + interface

e Layered architecture
(stackable)

 Can support numerous
file system types

« HES, UFS, ISO 96060,
FAT, AFP, NFS,
WebDAV, UDF, AFS, etc.

* UTF-8 interfaces
* No specific file system affinity

* Enforces file security policy

o Users, groups, access
contro




What’s New?

* HES+ supports up to 15TB file systems

* WebDAV: performance and authentication

* SAMBA file sharing part of desktop system

* SMB browsing and authentication

* Quotas

* Automounting of AppleShare and SMB volumes
* UDF R/W support

* Async mounting of remote file systems




Networking

US Framework

BSDKernel Drlvers

File System Networking
10 Kit

Mach Kernel

* Sub-system of BSD Kernel
architecture

* BSD 4.4-lite TCP/IP Stack
(sync’d with FreeBSD 4.4)

o Socket APIs

* Key features:
e [Pv4 Multi-homing
« Full IPv4 routing

o Firewall and NAT
mechanisms

e [Pv6 and IPSec
* Auto configuration




What’s New?

* Sync’d with FreeBSD 4.4
» Updated NAT, Firewall subsystems
*[PvO: It’s here . . -
* [PSec
* PPTP: PPP support and new client app
* Transition to LDAP
* SNMP
* NetBoot 2.0




Rendezvous

* Ease of AppleTalk brought to TCP/IP

« Open standards-based solution

e Zero configuration networking

e Multicast DNS

« Service Registration and Discovery
e Scalability

« Examples:
« Peer-to-peer laptops
« Headless devices
e The next cool thing . .




Demo
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803 Mac OS X Networking Overview

Room A2
Tue., 9:00am

809 Advanced Mac OS X Networking

Room C
Thurs., 9:00am

811 Zero Configuration Networking

Room J
Thurs., 2:00pm

813 Directory Services

Room C
Thurs., 3:30pm

FFO012 Core OS Networking

Room J1
Fri., 2:00pm




BSD Application Environment

OS Framework

e Command line/shells
BSDKernel

Drivers * Network client tools
File System  Networking e . SSh, ﬁl’lg@f, ftp
Mach Kernel ¢ Flle tOOlS
e cp, Is, mkdir
* Application level APIs, * System tools
services, and tools « ps, kill, top,
* “The Power of UNIX” shutdown

* System services

« LDAP, DNS/BIND,
NTP, syslog, Apache
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What’s New?

* Sync up with FreeBSD 4.4 (libc, curses, etc.)

* BASH now /bin/sh

* Python

* BSD SDK: openssl, libcurl, libedit, libbzip, etc.
* Latest versions of Apache, perl, emacs, etc.

* Lots of new and updated man pages

* PAM integrated into BSD tools and with the
Security Framework

* Additional “portability” APIs, libraries, and services




Command Line Access . . -

g *Full UTF-8 support
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Roadmap

104 Mac OS X Overview Civic
for UNIX Developers Tue., 3:30pm
105 Porting UNIX Apps to Civic

Mac OS X

Tue., 5:00pm




Security

OS Framework: Security

BSDKernel Drivers

File System Networking

10 Kit

Mach Kernel
* Configurable

e Standards based

* Libraries and services
to support development
of security capable
applications

* Keychain
* Encrypted disk images

* Pluggable authentication
«Kerberos
eSmart cards

* Certificate management
* Secure Transport




New Security Services

* Kerberos

» KfM 4.5 w/Kerberos v4 and v5 support

» Integrated into Login, Mail, AppleShare, . . -
* PAM and the Security Framework
* CDSA vs. OpenSSL

* Certificate Management: X.509 and more




ertificate Management . . -

Verify Certificate

This certificate was issued by a certificate authority which is ® UI avallable from

o 18 o Y
0 @8 not currently trusted. Proceed anyway?

Carbon and Cocoa

Dol PEI C3 1D CA Administrator

S—— B ° Lets users make trust
eI ——— decisions for specific
o e policies

Secure sockets Lay

asic Policy

Fingerprints
SHAl1 B2 7C CA 96 5D

"] Remember changes




Packaging Your Products . .

* Remember, Mac OS X is a multi-user
operating system

» Make sure installed apps work with different
logged in users

« File ownership is important

o Permissions are even more important
» World writable files are a security hole

* Avoid setuid applications
« There are other options!




Roadmap

110 Security: Civic
Authorization in Mac OS X Wed., 2:00pm
113 Security: Civic

CDSA and Secure Transport

Thurs., 9:00am

114 Security:
Certificates in Mac OS X

Civic
Thurs., 10:30am

814 Kerberos in Mac OS X

Room C
Thurs., 5:00pm

FF006 Security Feedback Forum

Room J1
Thurs., 2:00pm




Vector/Math Libraries

0OS Framework: vecLib, ...

BSUDKernel

IVErs

MNeltworkin 8|
10 Kit

Mach Kernel

* Highly tuned vector
(AltiVec) and scalar
math libraries

* vDSP: fast digital signal
processing functions

* vBLAS: vector Basic
Linear Algebra
Subroutines, including
matrix operations

* yMathLib, vectorOps,
vBasicOps and vBigNum




What’s New?

* Libm (MathLib v5): IEEE-754 and C99 compliant
optimized math library

* Basic Linear Algebra Subroutines (BLAS)

» Double and single precision, real and
complex data types

*yvDSP: Double precision FFTs including 2D FFTs,
as well as single precision DSP functions




Performance of Real 2D-FFT

Mac OS X vDSP on 1GHz vs. LINUX IPP on 2.2 GHZ P4
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102 Performance Optimization Room J
With Velocity Engine Tue., 9:00am




Darwin Open Source

OS Framework

* Open source projects:
e Darwin

BSDKernel Drivers

File System Networking

oKt e Darwin Streaming
Mach Kernel
Server
* Apple is serious about « OpenPlay
open source « CDSA
® Darwin is the Core OS  HeaderDoc

of Mac OS X -
* Come join us!




New Open Source Initiatives

* opendarwin.org
o Easier to participate in open source projects
« Community driven
* New projects:
 Open Directory
« CUPS

* Great progress by the open source community . . -

o
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103 Open Source, Apple, and You Civic
Tue., 2:00pm




A Few Last Thoughts . .

* Develop to the highest level of abstraction

* Carbon, Cocoa, et al are built on top of
these foundations . . -

* Performance is even more important on
a modern core

* Rendezvous is really cool
* Always think about security
* Come be part of the Darwin community
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906 Developing for Performance

Hall 2
Fri., 9:00am

FF002 Darwin Feedback Forum

Room J1
Wed., 3:30pm

FF006 Security Feedback Forum

Room J1
Thurs., 2:00pm

FFO012 Core OS Networking
Feedback Forum

Room J1
Fri., 2:00pm




Who to Contact

Brett R. Halle

Director, Core OS Engineering
brett@apple.com

i

http://developer.apple.com/wwdc2002/urls.html .



fdesktop: Mo such file or
[duarte:~] ryonX |s

Desktop Library Mus
Documents Hovies Pi
[duarte:~] ryonX cd /Libr
[duarte:/Library] ryonX o
[duarte:/Library/Mehserve
CGI-Executables Document

Jason Yeo
Cool Dude
jason@apple.com

http://developer.apple.com/wwdc2002/urls.html
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